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Key highlights of new e-bulletin system
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One browser is everything you need to access the new system
Do not need to use virtual desktop. Just connect SSLVPN.

Web based

You can now schedule bulletin to be announced in the future.

Convenient You can now save your work before publish.
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ICTO Tips - Boosting up Network Speed
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English

Due to the epidemic, most of the
teaching activities have been moved to
the Internet. Students, academic and
administrative staff are using the Internet
more and more widely, and their
demand for network bandwidth is also
increasing. To improve user experiences,
here are some tips to improve the
network speed:
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ICTO Tips — Boosting up Network Speed

Due to the epidemic, most of the teaching activities
have been moved to the Internet. Students, academic
and administrative staff are using the Internet more
and more widely, and their demand for network
bandwidth is also increasing. To improve user
experiences, here are some tips to improve the
network speed:
-1) Turn off unnecessary application software
running in background
Turn off unnecessary application software (such as
downloading software) to ensure that the
application software vou use gets the maximum
available Internet bandwidth and computer
Tesources.
-2) Check the network and computer resources
utilization (for Windows)
1. Right-Click on the taskbar and choose “Task
Manager” from the menu.

2. In the list of Processes, click the “Network™
heading to sort the list of running processes by
network usage.
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Due to the epidemic, most of the teaching activities have been moved to the Internet. Students, academic and administrative staff are using the Internet more

and more widely, and their demand for network bandwidth is also increasing. To improve user experiences, here are some tips to improve the network speed:
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1) Turn off unnecessary application software running in background
2) Check the network and computer resources utilization (for Windows)

3) Avoid multitasking at the same time

Drag & drop

Should you have any enquiries, please contact our Help Desk.

ICTO Help Desk

Location : Room 2085, 2/F, Central Teaching Building (E5) () eMap
Telephone  : 8822 8600

Email : icto.helpdesk@um.edu.mo
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Integration with department websites

New e-bulletin board system

e Same core system. Better integration. @ Manual copy and paste, then create

Or use iframe
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Integrated with the UM ACM (Access Control Management) system!

New e-bulletin board system
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Workflow of publishing bulletin

Reject and need revise

A

Web

Request to review Reviewed and
and publish publish




Introduction and Demonstration




Login

Domain of the new e-bulletin system

https://e-bulletin.um.edu.mo
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2022-11-15 The 22nd Issue of “ICTO Newsletter” is Launched

FREN ]

RSIDADE DE MACAU
UNIVERSITY OF MACAU




Login

Domain of the new e-bulletin system

https://e-bulletin.um.edu.mo
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UMPASS Authentication Service "““"“”'““ LO gl n

To access the protected service, sign in with your UMPASS
IIIIIIIIIIIIIIIII ot U M P
with ass

Password IMPORTANT REMARKS:

e Before login, always verify the page’s web address
and make sure it starts with
https://websso1.um.edu.mo/

* Always logout and close all browser windows after
accessing services

UM Home | ICTO Home | ICTO Knowledge Base | Contact Us
Copyright © ICTO, University of Macau
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Go to dashboard

=4 New Expired Bulletin
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Go to dashboard

Bulletin list & UME-bulletin board <4 New Expired Bulletin

. Creat-e new buIIet.ln o @ Dashboard Dashboard
* Viewing all bulletins within department Bulletin list
° MOdlfy bu"etin A Posts Workflow Tasks At a Glaﬁ ulieun iis W oA

07 Media )
Hurray! Mo assignments.

£ Workflows

o Profile

Workflow status

Workflow status

* Check any assigned or pending workflow
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Bulletin List

# UM E-bulletin board =+ New View Posts Expired Bulletin

@& Dashboard Posts

A Posts All (11) | Published {1) | Drafts (8) | Pending (1) | Expired (7)
All Posts | Bulk actions || Apply | All dates v || All Categories ~ || Filter |
O Title OEE Categories Departments Date Expiry date Author
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Bulletin fields

English
Chinese (optional)

Add New Post

‘ English Subject |
| 3EE |




Bulletin fields

Content
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To: All Users

As informed by the Cybersecurity Incident Alert and Response Centre (CARIC), Google Chrome and Microsoft Edge have recently patched multiple vulnerabilities of their |

please update them as soon as possible to prevent hackers from exploiting these vulnerabilities.

Related vulnerabilities

+ Google Chrome Vulnerabilities (CVE-2022-3195)

Hackers can exploit the vulnerabilities to execute arbitrary code or obtain sensitive information remotely.

Affected Products:
Google Chrome 105.0.5195.125 and previous versionsFor more details, please refer to: https://chromerelesses.googleblog.com/2022/09/stable-channel-update-for-desk

+ Microsoft Edge Vulnerabilities (CVE-2022-3200)

Hackers can exploit the vulnerabilities to execute arbitrary code or obtain sensitive information remotely.

Affected Products:
Microsoft Edge 105.0.1343.42 and previous versions

For more details, please refer to: https://learn.microsoft.com/en-us/DeployEdge/microsoft-edge-relnotes-security

Mitigation

Update the browser of Google Chrome and Microsoft Edge as soon as possible.
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Student Bulletin Board Staff Bulletin Board
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Important notice: Security vulnerabilities of Google Chrome and Microsoft Edge
EE\EA : B Google Chrome #1 Microsoft Edge ERMIR 2 RAES

To: all Users

As informed by the Cybersecurity Incident Alert and Response Centre (CARIC), Google Chrome and Microsoft Edge have recently patched multiple vulnerabilities of

their browser. If you are using the related products, please update them as soon as possible to prevent hackers from exploiting these vulnerabilities.
Related vulnerabilities

* Google Chrome Vulnerabilities (CVE-2022-3195)

Hackers can exploit the vulnerabilities to execute arbitrary code or obtain sensitive information remotely.

Affected Products:
Google Chrome 105.0.5195.125 and previous versionsFor more details, please refer to: https://chromereleases.googleblog.com/2022/039/stable-channel-update-for-
desktop_l14.html

* Microsoft Edge Vulnerabilities {CVE-2022-3200)
Hackers can exploit the vulnerabilities to execute arbitrary code or obtain sensitive information remotely. Affected Products:

Microsoft Edge 105.0.1343.42 and previous versionsFor more details, please refer to: https://learn.microsoft.com/en-us/DeployEdge/microsoft-

edge-relnotes-security

Mitigation

Update the browser of Google Chrome and Microsoft Edge as soon as possible.
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Bulletin fields

Content

Advance Builder

Avada Builder e Important notice: Security vulnerabilities of Google Chrome and Microsoft Edge
B340 : BIH Google Chrome Fl Microsoft Edge ER MR 2 RES
Container ' -
s B s g
EZLER Information Security Alert Engl\'sh s
o Tabs To: All Users
E:;:I;h

As informed by the Cybersecurity Incident Alert and Response Centre (CARIC), Google Chrome and Microsoft Edge have recently patched
multiple vulnerabilities of their browser. If you are using the related products, please update them as soon as possible to prevent hackers from exploiting these

vulnerabilities.

Tabs mesonsne 0 O O

Related vulnerabilities

Add | Edit Items

-4 - e Google Chrome Vulnerabilities (CVE-2022-3195)

s Hackers can exploit the vulnerabilities to execute arbitrary code or obtain sensitive information remotely.

. Affected Products:
sty Tabs — Google Chrome 105.0.5195.125 and previous versionsFor more details, please refer to: https://chromereleases.googleblog.com/2022/09/stable-channel-
update-for-desktop_14.html|
Tabs Alignment n " W * Microsoft Edge Vulnerabilities (CVE-2022-3200)
Hackers can exploit the vulnerabilities to execute arbitrary code or obtain sensitive information remotely.

Sticky Tabs = Affected Products:
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Bulletin fields

Category Target Audience Department

Multi-select
Categories Target audience
9 Departments
All Categories  Maost Used
Internal Notice / FREEEA] () staff bulletin board (®) ICTO-ACTS
(® Bulletin/ 25 (] student bulletin board

Mews 8 Activities / TR EEH

() campus Activity / FEEEE
() Conference/Sympasium / 3/F5&

() External Activity / B 5WEED

) Lecture/Seminar / S EE

) Mews Clipping / 3TE4=
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Bulletin fields

Confidential

Confidential level

l:i:l UM Staff and Students can view

(O UM 5taff and Students can view (Login ID needed)

(O Only UM Staff can view (Login D needed)

Please be reminded to choose the proper audience before publishing the content

1. No need authentication
2. Need authentication
3. Need authentication and check whether login account is Staff

Please login with your UMPASS to view the complete content.

E{EAUMPassE2ABAE °

You are not authorized to view the complete content.
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Bulletin fields

Expiry date

Default: 1 month after the day of creation

Expire Important Notice: Beware of the phishing emails sent by fake email addresses

2022-10-23 00:00:00) SEHEA B EEEH N EFH AR EE
| Oct v |2022 v | (2022-06-15 X icT0-ACTS L Bulletin/ 22 [STUERHSEEd

To: All Users
]
200 3 4 5/ 6/ ¥ 8 As informed by the Cybersecurity Incident Alert and Response Centre (CARIC), the number of phishing emails containing
$ 10 1 12 13 14 15 malicious software, which seem to be sent by people you know (internal staff, clients or vendors),
16 17 18 19 20 22 . . . . : : : . .
- are continuously increasing recently. As mentioned in e-bulletins previously, all users are advised to be vigilant and not to
xd 24 25 26 27 25 29 o )
respond to suspicious emails.
30 3
- Characteristics of the phishing emails:
Time 00 00 00
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Bulletin fields

Publish AN A

Status: Auto-draft

D Urgent

Only allows the messages that the majority of UM
members must know within two hours during
office hours for certain actions.

The bulletin with ‘'urgent’ on the subject will be
sent out via email to all UM staff and cannct be
recalled.

Publish AW A

Save Preview Changes

¥1) Revisions: 3 Browse

i Published on: Nov 16, 2022 at 13:00 Edit
Status: Publish

Urgent

Only allows the messages that the majority of UM
members must know within two hours during
office hours for certain actions.

The bulletin with 'urgent’ on the subject will be
sent out via email to all UM staff and cannct be
recalled.
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Expired Bulletin Archive

@ UM E-bulletin board - New | Expired Bulletin
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Create new bulletin

https://vod.um.edu.mo/icto/create bulletin.mp4



https://vod.um.edu.mo/icto/create_bulletin.mp4

Create new bulletin

Notification of successful submission

Tue 22/11/2022 2:48 PM

UE UM E-bulletin board <no-reply-ebb@um.edu.mo>

[UM E-bulletin board] Your bulletin has been submitted for approval.
To

Drear

Your bulletin Important notice: Security vulnerabilities of Google Chrome and Microsoft Edge has been successfully submitted for approval.

Thank you.
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Create new bulletin
Notification to reviewers

Tue 22/11/2022 3:09 PM

LJE UM E-bulletin board <no-reply-ebb@um.edu.mo>

Request for Bulletin Approval : “Important notice: Security vulnerabilities of Google Chrome and Microsoft Edge”
To

Dear

has created a bulletin and submitted it for approval . Please approve | website preview ).

Bulletin overview:

|Eng|ish subject: ‘Important notice: Security vulnerabilities of Google Chrome and Microsoft Edge
|Chinese subject: ‘E%@%ﬂ :B8%* Google Chrome ¥ Microsoft Edge EESIRIZ 2 iRIRIRS
|Ca|‘eggr1.r ‘Bulletin FE=

|Target audience: ‘Staf’f bulletin board, Student bulletin board

|Confident|'al setting: ‘UM Staff and Students can view

Department: ICTO-ACTS

|Expire date: 2022-12-22 00:00:00

|Urge nt: ‘ND

Thank you.




Approve bulletin

0 @ EditPost “important notice: Sec. X+

< C @ (] ebbdev.pclan.umac.mo

InPrivate &

@ UME-bulletinboard < New View Post Expired Bulletin

@ Dashboard Edit Post | Add new

Logged in as jeffi

Posts . . e . |
R Important notice: Security vulnerabilities of Google Chrome and Microsoft Edge | pubish A 4
All Posts e v . TR
i e EEBH : B Google Chrome I Microsoft Edge ERMEZE RIEES e preview |
Permalink: hitps://ebbdev.pclanumac.moficto/: 11/important-notic -vulnerabilities-o QO Revision
87 Media
Status: Draft
£+ Workflows @) A Builder 3 brgeri
Visual Text
Filev Editv Viewy Inserty Formaty Tools v Table v
Paragraph v large v Av B I ¢ = v = R B -
DB XE X% U=-¢00KE HB. 0
ho‘ All Users Abort Workfl
As informed by the Cybersecurity Incident Alert and Response Centre (CARIC), Google Chrome and Microsoft Edge have recently patched multiple vulnerabilities of their browser. If you are

using the related products, please update them as soon as possible to prevent hackers from exploiting these vulnerabilities.
Related vulnerabilities

* Google Chrome Vulnerabilities (CVE-2022-3195)

Hackers can exploit the vulnerabilities to execute arbitrary code or obtain sensitive information remotely.

Affected Products:

Google Chrome 105.0.5195.125 and previous versionsFor more details, please refer to: https://chromereleases.googleblog.com/2022/09/stable-channel-update-for-desktop_14.html

« Microsoft Edge Vulnerabilities (CVE-2022-3200)
Hackers can exploit the vulnerabilities to execute arbitrary code or obtain sensitive information remotely.Affected Products:
Microsoft Edge 105.0.1343.42 and previous versionsFor more details, please refer to: https://learn.microsoft.com/en-us/DeployEdge/microsoft-edge-relnotes-securit

Mitigation
Update the browser of Google Chrome and Microsoft Edge as soon as possible.

Reference

* How to download and install software in a secure manner?

https://vod.um.edu.mo/icto/approve bulletin.mp4
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https://vod.um.edu.mo/icto/approve_bulletin.mp4

Approve bulletin

Notification after published
e - .Fr-i 23.-"3-9_-"2-'3-22 5:02 PM
UE UM E-bulletin board <no-reply-ebb@um.edu.mo>

[UM E-bulletin board] Your bulletin has been published.
To  jeffreychoi

Dear jeffreychoi,

Your bulletin Important notice: Security vulnerabilities of Google Chrome and Microsoft Edge has been published.

Thank you.
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Official release date

2023-01-09 (Tuesday)

Lotus Notes will no longer be available to announce bulletin.

New system: https://e-bulletin.um.edu.mo

Testing platform: https://ebbdev.pclan.umac.mo




