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Curso de Seguranca da Aplicacao Web (em Cantonense)
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Objectivos: Permitir ao pessoal de informdtica conhecer as vulnerabilidades e as formas de ataque das
aplicacdes web. Ganhar conhecimentos basicos de protecdo e de identificagdo dos riscos ao
desenvolver ou gerir aplicagdes web.
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Destinatarios: Técnicos Superiores, Técnicos, Técnicos de apoio—Nivel 4 e Nivel 3 que desempenham
fungdes na drea de informatica.
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Local: Alameda Dr. Carlos D'Assumpc¢do 336-342, Centro Comercial Cheng Feng, 6 © andar, CFTSP,
sala 614, Macau.

1= Dr. José Gabriel Rosdrio dos Santos

Formador(a):

SIS Programa:

1. HTITP Z & F 1.  HTTP Security Basics

2. {FEUIZE#IEY JRE 2. Access Control Flaws

3. AJAX #2 3. AJAX Security

4. W IRIE 4. Authentication Flaws

5. 4EBEEEA 5.  Buffer Overflows

6. EFxitiEE 6.  Code Quality

7. PEEME 7. Concurrency

8. BEHEIEFE S (XSS) 8.  Cross-Site Scripting (XSS)

%5 Ik 55 oK 1R %5 R /v (CSRF) 9.  Introduction to Cross-Site Request Forgery (CSRF)
10. #¥ % CSRF %8 10.  Avoid CSRF Attack
11. BB R EEREHE 11.  Improper Error Handling

12. tH AE

12. Injection Flaws

13. [HEErHR %R & 13. Denial of Service

14, K272 0049 5 E 45 14.  Insecure Communication
15. REL 20T 15. TInsecure Storage

16. FEEAN BT 16. Malicious Execution

17. 28 EWME

17. Parameter Tampering

18. Session & H VIR H 18.  Session Management Flaws

19. Web Services JgJH 19.  Web Services Flaws
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Data Duracio Horario Prazo de Inscricao
01/07/2020 ~ 31/07/2020 - ) )
CREH - = F 2. 4% 6%) 42 /|\i% Horas 18:30 - 21:30 29/05/2020

4% A Pessoal de Contacto : [i5:4E Paul Chan
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Certificacdo:

Bt Tel. : 82919779
(HE Fax :@ 28752478
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Ao participante serd conferido certificado se for aprovado na avaliagdo do curso, e simultaneamente se tiver frequentado

85% (ou superior) da duragdo total do curso.




